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On May 11, 2016, President Obama signed into law the Defend Trade Secrets Act of 2016
(“DTSA”), which amends the Economic Espionage Act of 1996 to provide a federal cause of action
to private companies for trade secret misappropriation.[1] The DTSA became effective immediately,
but only applies to misappropriation occurring on or after the law’s effective date.

Aside from the federal protections provided under the DTSA, most states (and the District of
Columbia, but not New York or Massachusetts) have already adopted a version of the Uniform
Trade Secrets Act (“UTSA”), which provides a cause of action for the theft of trade secrets under
state law. There are a number of differences, however, among these state laws. The DTSA does not
eliminate or preempt state law remedies, but rather supplements them. Notably, the DTSA grants
employers access to federal court—regardless of the amount in controversy—and provides uniformity
across the patchwork of state laws.

Like the UTSA, the DTSA allows employers to obtain the following: (i) equitable remedies, (ii) actual
damages, (iii) punitive damages, and (iv) reasonable attorneys’ fees.[2] In addition to these remedies,
the DTSA includes the extraordinary remedy of an ex parte seizure order in certain extreme
circumstances.

Immunity and Anti-Retaliation Under the DTSA

The DTSA contains immunity and anti-retaliation provisions intended to protect individuals who may
need to disclose trade secrets. Specifically, the DTSA provides immunity to individuals under any
federal or state trade secret law for the disclosure of a trade secret that is made (i) in confidence to a
federal, state, or local government official, either directly or indirectly, or to an attorney for the sole
purpose of reporting or investigating a suspected violation of law, or (ii) in a complaint or other
document filed in a lawsuit or other proceeding, if such filing is made under seal.

Further, if an individual files a lawsuit against his or her employer alleging retaliation for reporting a
suspected violation of law, the individual may disclose the trade secret to his or her attorney. The
individual may also use the trade secret information in the court proceeding, provided that he or she
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files any document containing the trade secret under seal and does not disclose the trade secret
except pursuant to court order.

Required Notice Under the DTSA

The DTSA requires that employers provide notice of the immunity and retaliation provisions
(“Notice”) to employees, consultants, and independent contractors[3] in any contract or agreement
entered into after May 11, 2016, that governs the use of trade secrets or other confidential
information, including the following types of documents:

Employment agreements

Independent contractor agreements

Consulting agreements

Separation and release of claims agreements

Severance agreements

Non-compete and non-solicitation agreements

Confidentiality and proprietary rights agreements

Similar agreements included in employee handbooks

Employers may provide the required Notice in one of the following two ways.

1. Incorporate Specific Verbiage Provided in the DTSA in All Employment-Related Documents
Governing Trade Secrets and Confidential Information

The most direct way of providing the required Notice is to include the following provision in all such
documents entered into or revised after the effective date of the law:

Pursuant to the Defend Trade Secrets Act of 2016, I understand that:

An individual may not be held criminally or civilly liable under any federal or state trade secret
law for the disclosure of a trade secret that: (a) is made (i) in confidence to a federal, state, or
local government official, either directly or indirectly, or to an attorney; and (ii) solely for the
purpose of reporting or investigating a suspected violation of law; or (b) is made in a
complaint or other document that is filed under seal in a lawsuit or other proceeding.

Further, an individual who files a lawsuit for retaliation by an employer for reporting a suspected
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violation of law may disclose the employer's trade secrets to the attorney and use the trade secret
information in the court proceeding if the individual: (a) files any document containing the trade secret
under seal; and (b) does not disclose the trade secret, except pursuant to court order.

2. Cross-Reference the Company’s Reporting Policy

Rather than inserting the above paragraphs into the employment-related documents governing trade
secrets and confidential information, employers can merely insert a cross-reference in those
documents to a policy that includes the employer’s procedures for reporting a suspected violation of
law (such as the company’s whistleblower policy), so long as such a policy includes the information
in the two paragraphs above. For example, the employer may insert the following language into such
documents:

Notwithstanding any other provisions of this Agreement, you may be entitled to immunity and
protection from retaliation under the Defend Trade Secrets Act of 2016 for disclosing a trade
secret under certain limited circumstances, as set forth in Company’s [NAME OF
EMPLOYER'S REPORTING POLICY].[4]

The Potential Consequence of Not Providing the Required Notice

At present, there is no statutory penalty for not providing the required Notice. However, if an
employer fails to provide the required Notice, the employer cannot recover punitive damages or
attorneys’ fees under the DTSA from an employee to whom the required Notice was not provided.
(The employer could nevertheless obtain such punitive damages and attorneys’ fees under state law
in nearly every state.) There may also be adverse consequences from a contractual perspective, or in
a government audit, if the required Notice is not provided.

What Employers Should Do Now

Contact legal counsel for assistance in revising or creating any employment-related document
that governs the use of trade secrets or other confidential information to include the required
Notice.

Contact legal counsel for assistance in amending or creating a reporting policy that
incorporates the required Notice to comply with the DTSA.

Ensure that human resources staff is familiar with the notice provisions under the DTSA so
that they can incorporate the required Notice language in the applicable documents.

[1] The DTSA protects trade secrets that are “related to a product or service used in, or intended for use in, interstate or foreign commerce.” 18 U.S.C.

§ 1836(b).

[2] The DTSA is significant for New York employers because the New York State law protecting trade secrets does not provide for employers to recover

attorneys’ fees.

[3] This requirement applies to consultants and independent contractors because, under the DTSA, “the term ‘employee’ includes any individual

performing work as a contractor or consultant for an employer.”
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[4] Please note that, in most cases, consultants and independent contractors will not have been provided with the company’s reporting policy.

Therefore, in order to comply with the DTSA’s notice requirement, employers must provide the required Notice to such individuals under the first option.
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