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On March 28, 2014, the Office of Civil Rights (OCR) announced the release of an online and iPad
app-based security risk assessment (SRA) tool.  The tool is intended to help health care providers
in small to medium sized offices conduct and document risk assessments of their organizations and
meet their compliance obligations under the Health Insurance Portability and Accountability Act
(HIPAA) Security Rule. The SRA tool is a self-contained, operating system application that can run
on Windows for desktop and laptop computers or Apple’s iOS for iPad. OCR has imposed penalties
based on a provider’s failure to properly perform a risk assessment compliant with the Security
Rule’s standards, as we profiled in a recent post.  The release of the tool further signals OCR’s
increased focus on preventive measures that covered entities and business associates must
undertake to demonstrate awareness of and adherence to HIPAA’s requirements.

The SRA tool is the result of joint efforts by OCR, the HHS Office of the National Coordinator for
Health Information Technology (ONC), and the HHS Office of General Counsel. As stated in the joint
HHS press release, “[c]onducting a security risk assessment is a key requirement of the HIPAA
Security Rule and a core requirement for providers seeking payment through the Medicare and
Medicaid EHR Incentive Program, commonly known as the Meaningful Use Program.”  Health care
providers should use security risk assessments to find and address potential weaknesses in their
security policies, processes, and systems.  Ultimately, these risk assessments and subsequent
corrective actions can help providers implement ways to avert health data breaches or other adverse
security incidents.

The SRA tool itself, which includes 156 questions presented to elicit “yes” or “no” responses, asks
the health care provider about activities that correspond to HIPAA requirements and provides
immediate feedback indicating whether the provider should take corrective action to address
particular HIPAA requirement deficiencies.  Of particular convenience, the SRA tool allows providers
to pause the risk assessment effort and view current results.  For health care providers who are less
technologically inclined, OCR has also provided a paper version of the assessment tool, which can
be accessed at the following links:

Administrative Safeguards [DOCX - 269 KB]

Technical Safeguards [DOCX - 240 KB]
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https://natlawreview.com
https://itunes.apple.com/us/app/hhs-sra-tool/id820478630?ls=1&mt=8
https://itunes.apple.com/us/app/hhs-sra-tool/id820478630?ls=1&mt=8
https://www.natlawreview.com/article/new-year-s-resolution-and-corrective-action-plan-office-civil-rights-ocr-physician-p
https://www.natlawreview.com/article/new-year-s-resolution-and-corrective-action-plan-office-civil-rights-ocr-physician-p
http://www.healthit.gov/sites/default/files/20140312_sratool_content_-_administrative_volume_v1.docx
http://www.healthit.gov/sites/default/files/20140320_sratool_content_-_technical_volume_v1.docx


 
Physical Safeguards [DOCX - 225 KB]

In addition, the SRA tool website provides a User Guide and Tutorial Videos to help providers use the
SRA tool and to understand the Security Rule’s requirements regarding risk analysis and
contingency planning.
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