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On December 3, the CFPB announced a proposed rule to enhance oversight of data brokers that
handle consumers’ sensitive personal and financial information. The proposed rule would amend
Regulation V, which implements the Fair Credit Reporting Act (FCRA), to require data brokers to
comply with credit bureau-style regulations under FCRA if they sell income data or certain other
financial information on consumers, regardless of its end use.

Should this rule be finalized, the CFPB would be empowered to enforce the FCRA’s privacy
protections and consumer safeguards in connection with data brokers who leverage emerging
technologies that became prevalent after FCRA’s enactment.

What are some of the implications of the new rule?

Data Brokers are Now Considered CRAs. The proposed rule defines the circumstances under
which companies handling consumer data would be considered CRAs by clarifying the
definition of “consumer reports.” The rule specifies that data brokers selling any of four types
of consumer information—credit history, credit score, debt payments, or income/financial tier
data—would generally be considered to be selling a consumer report.
Assembling Information About Consumers Means You are a CRA. Under the rule, an entity is
a CRA if it assembles or evaluates information about consumers, including by collecting,
gathering, or retaining; assessing, verifying, validating; or contributing to or altering the
content of such information. This view is in step with the Bureau’s recent Circular on AI-
based background dossiers of employees. (See our prior discussion here.)
Header Information is Now a Consumer Report. Under the proposed rule, communications
from consumer reporting agencies of certain personal identifiers that they collect—such as
name, addresses, date of birth, Social Security numbers, and phone numbers—would be
consumer reports. This would mean that consumer reporting agencies could only sell such
information (typically referred to as “credit header” data) if the user had a permissible
purpose under the FCRA.
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Marketing is Not a Legitimate Business Need. The proposed rule emphasizes that marketing
is not a “legitimate business need” under the FCRA. Accordingly, CRAs could not use
consumer reports to decide for an advertiser which consumers should receive ads and would
not be able to send ads to consumers on an advertiser’s behalf.
Enhanced Disclosure and Consent Requirements. Under the FCRA, consumers can give their
consent to share data. Under the proposed rule, the Bureau clarified that consumers must be
provided a clear and conspicuous disclosure stating how their consumer report will be used. It
would also require data brokers to acknowledge a consumer’s right to revoke their
consent. Finally, the proposed rule requires a new and separate consumer authorization for
each product or service authorized by the consumer. The Bureau is focused on instances
where a customer signs up for a specific product or service, such as credit monitoring, but
then receives targeted marketing for a completely different product.

Comments on the rule must be received on or before March 3, 2025.

Putting It Into Practice: With the release of the rule so close to the end of Director Chopra’s term, it
will be interesting to see what a new administration does with it. We expect a new CFPB director to
scale back and rescind much of the informal regulatory guidance that was issued by the Biden
administration. However, some aspects of the data broker rule have bipartisan support so we may
see parts of it finalized in 2025.
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