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The Children’s Advertising Review Unit (CARU) of BBB National Programs issued a new compliance
warning aimed at addressing the use of artificial intelligence (AI) in advertisements and data
collection efforts targeted at children. The warning emphasizes that CARU will “strictly
enforce” its Advertising and Privacy Guidelines for advertisers, brands, influencers and
manufacturers that utilize AI in marketing and data collection involving children. The warning
specifically highlights CARU’s concerns about the risks of AI in connection with the susceptibility of
children to marketing that fails to distinguish between what is real and what is not.

In its announcement, CARU highlighted several areas where brands using AI in marketing efforts
should tread carefully to avoid misleading children, including:

“AI-generated deep fakes; simulated elements, including the simulation of realistic people,
places, or things; or AI-powered voice cloning techniques within an ad.”
“Product depictions, including copy, sound, and visual presentations generated or enhanced
using AI indicating product or performance characteristics.”
“Fantasy, via techniques such as animation and AI-generated imagery, that could unduly
exploit a child’s imagination, create unattainable performance expectations, or exploit a
child’s difficulty in distinguishing between the real and the fanciful.”
“The creation of character avatars and simulated influencers that directly engage with the
child and can mislead children into believing they are engaging with a real person.”

CARU similarly instructed companies to exercise caution when using AI in data collection involving
children to ensure compliance with the Children’s Online Privacy Protection Act (COPPA), disclosure
and destruction obligations related to collection of a child’s personal information and verifiable
parental consent requirements.

Litigation involving AI issues has risen steadily since 2018, with a record number of AI-related
lawsuits filed just last year, according to the Hunton Andrews Kurth LLP Emerging Technologies
Tracker. This year is shaping up to be another record breaker in terms of newly filed AI litigation,
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demonstrating the importance of ensuring that companies using AI comply with constantly evolving
federal and state statutory and regulatory guidelines.
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