
 
  
Published on The National Law Review https://natlawreview.com

 Estimating Harm in Invasion of Privacy and Data Breach
Disputes  

  
Article By: 

Cornerstone Research

  

 

1. Introduction

Recent litigation trends in the UK and the US indicate two clear categories of data claims: invasion of
privacy cases and data breach cases. In the case of an invasion of privacy, a consumer’s personal
data is allegedly misused by the provider of a service or product that collects the data. In the case of
a data breach, personal data are compromised as a result of unauthorised third parties accessing the
data. 

This chapter provides a general overview of the recent developments in the UK and the US in
invasion of privacy and data breach cases, and discusses methodologies that frequently have been
used by the plaintiffs to estimate damages.

2. Data Privacy AND DATA BREACH LITIGATION: State of Play in the UK and the US

2.1.THE UK

The common features of the recent invasion of privacy private actions in the UK are that they (i)
targeted businesses, such as digital platforms, which offer products that collect or use personal data;
and (ii) were filed under the UK’s representative action regime, under which a single claimant may
sue on behalf of other individuals who share the “same interest” in the litigation, and which may be
used to create an opt-out class action.[1]

The most significant invasion of privacy case the UK has seen so far is Lloyd v. Google. The dispute
relates to Google’s placing of “tracking cookies on the Apple Safari browser, allowing it to gather and
monetise iPhone users’ data” without the users’ consent.[2] An opt-out representative action was filed
against Google in 2017. The UK High Court dismissed the case in 2018, ruling that the case could
not be brought as an opt-out class action through the representative action mechanism, but the
judgement was reversed by the UK Court of Appeal a year later.[3] Following the hearing in April
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2021, the UK Supreme Court is yet to issue its decision, which is anticipated to be a “watershed
moment” for privacy and data protection litigation.[4]

Additional examples of invasion of privacy representative actions in the UK include Rumbul v. Oracle,
where plaintiffs alleged that Oracle and Salesforce collected personal data of online users and
auctioned the data off to third parties without proper consent from the users.[5] In Elisabeth v.
Experian Limited, Experian PLC, a credit reference agency, was alleged to build profiles of
consumers as part of its direct marketing services and sell these data to third parties (such as
commercial organisations, charities and political parties) without individuals’ knowledge.[6] Similarly, in
Carpio v. Facebook, plaintiffs alleged that Facebook allowed third parties such as Cambridge
Analytica to access and process Facebook users’ personal information without their consent or
knowledge.[7], [8]

In data breach cases, group litigation orders, which require claimants to identify themselves and sign
up for the litigation before the judgement stage, were more common.[9] These lawsuits involved a
variety of businesses that were alleged to have exposed a wide spectrum of personal data. Recent
examples include litigation against British Airways as a result of a cyber-attack allegedly exposing
personal and financial data, including names, addresses and payment-card details of more than
400,000 customers;[10] litigation against EasyJet for allegedly exposing the email addresses and
travel details of nine million customers;[11] and litigation against Virgin Media for allegedly exposing
names, email addresses, phone numbers and other personal information of one million customers.[12]

2.2.THE US

Similar to the UK, recent invasion of privacy cases in the US have involved businesses with access to
personal data. For example, in Brown v. Google, plaintiffs alleged that Google tracked and collected
web browsing data of its users, even under the private browsing mode that should have prevented
tracking browser information.[13] In Facebook Inc. Consumer Privacy User Profile Litigation, plaintiffs
claimed that Facebook had harvested and sold user content and information (such as non-public
facts about Facebook users or their activities) to third parties, without prior consent. According to
plaintiffs, this allowed third parties to engage in psychographic marketing by allowing them to
“personally and psychologically target Facebook users” more precisely.[14] In Vizio Inc. Consumer
Privacy Litigation, plaintiffs alleged that Vizio collected data on viewing habits, use of online services,
and other personal data such as IP addresses and zip codes, and shared this information with third
parties without “adequately” disclosing it to users.[15]

Recently, there have been several significant data breach cases in the US. For example, in Marriott
International Inc. Data Breach Litigation, plaintiffs alleged that hackers stole the personal and
financial information of over 500 million guests. The allegedly exposed information included names,
mailing addresses, phone numbers, email addresses, birth dates, passport numbers and payment-
card information.[16] In Yahoo! Inc. Customer Data Security Breach Litigation, plaintiffs claimed that
between 2012 and 2014, the personal information of more than three billion Yahoo! email account
holders were exposed in a series of data breaches. This included private information contained in
users’ emails, calendars, and contacts.[17] Settlement information is publicly available for some data
breach consumer class actions in the US.  Table 1 provides class size and settlement amount
information for a selected group of high-profile consumer class actions in the US over the last three
years.

As shown in Table 1, settlement values varied substantially and ranged from $381 million (Equifax
Inc. Customer Data Security Breach Litigation) to $195,000 (Morrow v. Quest Diagnostics Inc.).
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Settlement value per class member also varied substantially, ranging from $5.74 (Morrow v. Quest
Diagnostics Inc.) to $0.61 (Yahoo! Inc. Customer Data Security Breach Litigation). 

3. Estimating Harm in Invasion of Privacy and Data Breach Cases

Claimants in the UK sometimes argue that every class member should receive uniform compensation
because there is an “intrinsic value” of privacy that is applicable to all affected individuals. For
example, in Lloyd v. Google, claimants argued that each class member suffered a uniform harm due
to losing control of his or her personal data.[18] According to the Information Commissioner, the
intervener in the case, the “right to control one’s personal data is of intrinsic value,” and loss of
control should be acknowledged as a form of damage.[19] Data privacy cases in the US have also
seen arguments on the basis of an intrinsic value of privacy. For example, in Brown v. Google,
plaintiffs claimed damages partly because Google’s tracking of web browsing activity without users’
consent “intruded upon the Plaintiffs’ solitude or seclusion” in a manner that was “highly offensive to
a reasonable person.”[20]

However, assessing damages based on the intrinsic value of privacy presents challenges from an
economic perspective. The “value of privacy” has been shown to vary substantially across
individuals and across contexts.[21] For instance, Smith, Milberg and Burke (1996) find that those who
have been exposed to or been the victim of misuses of their personal information, those who have
high levels of cynical distrust or paranoia, or those who reject societal values and norms, tend to hold
stronger concerns regarding information privacy.[22] Acquisti, Brandimarte and Loewenstein (2015)
find that contextual cues, such as the cultural environment, physical setting or behaviour of others,
can shape an individual’s attitude towards privacy. The authors further find that individuals are likely
to be uncertain about their own preferences regarding privacy.[23]

An additional challenge for assessing damages in cases involving personal data is the so-called
“privacy paradox.” Research has found that although consumers frequently voice concern about
protecting their privacy, they willingly reveal personal information in the actual marketplace.[24] This
disparity between consumers’ attitudes toward privacy and actual behaviour naturally complicates
any attempt at estimating an intrinsic value of data privacy. 

Further, when assessing damages, one needs to account for any benefit consumers may gain from
incremental data sharing, which requires a more careful assessment of the costs and benefits in
these cases. For example, increased access to personal data may reduce the search costs for
consumers, making it easier to identify relevant information and allowing consumers to make optimal
purchasing decisions. Goldfarb and Tucker (2011) find that increased access to personal data may
allow better ad targeting, allowing consumers to review more relevant content.[25] According to Evans
(2009), increased access to personal data may also lower the transaction costs between merchants
and consumers, the benefits of which may be passed on to consumers.[26] Further, increased access
to personal data may foster innovation. For example, according to Miller and Tucker (2017), data
sharing between medical care providers can allow patients to access personalised medical
solutions.[27]

Claimants also commonly argue that it is possible to estimate the market value of the data. For
example, in Lloyd v. Google, the claimants argued that an alternative calculation to uniform damages
would be “negotiating” damages, which would be based on “what Google would have paid the users
for use of their data for advertising purposes.”[28] Similarly, in the Facebook Inc. Consumer Privacy
User Profile Litigation in the US, plaintiffs claimed that a market for personal information exists and
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that a market value for the data can be expressed in dollar terms.[29] In Yahoo! Inc. Customer Data
Security Breach Litigation, plaintiffs argued that the “Dark Web,” where malicious actors are able to
exchange and monetise compromised personal data, provided a marketplace for the breached data.
Plaintiffs considered using “Dark Web” transactions for types of data that were similar to the
breached data to assess damages.[30] However, the legal market for personal data does not exist for
many types of data (e.g., social security numbers). In individual instances where there has been
some valuation of certain types of data (e.g., web browsing activity on a device[31]), these valuations
are likely to be context-dependent and difficult to generalise to other settings. Further, the “Dark
Web” does not constitute a legal market or a marketplace that individual consumers would use to
monetise their data. The data that are exchanged in these so-called markets is unlikely to be
comparable to the data that were breached.[32] It is also not possible to observe the actual transaction
prices in these settings, but rather the prices at which the data were offered to potential buyers.[33]

In addition, survey methods have been proposed to assess the value of data in data privacy and data
breach cases. For example, in Haddad v. Bank of Hope, a consumer class action involving an
alleged data breach incident of a bank in the US, the plaintiffs proposed conducting a survey to
assess the “economic value” to consumers of protecting personally identifiable data.[34] Similarly, in 
Anthem Inc. Data Breach Litigation, plaintiffs claimed that the defendants did not deliver the data
security that was promised on their health insurance products. The plaintiffs proposed conducting
conjoint analysis (or a conjoint survey) to estimate the “customer demand for data security.” The
estimated consumer demand would be used to “simulate” a price indicating what consumers would
have paid for the product if the product was initially promised as delivered, that is, with low data
security. Plaintiffs proposed calculating a price premium associated with the alleged misconduct as
the difference between the actual price that was paid by consumers and the “simulated” price.[35]

Conjoint analysis was developed based on the premise that a product is the sum of its individual
attributes, and attempts to estimate consumers’ valuation (or willingness to pay) for a specific
attribute based on consumers’ preferences for the product.[36] There are several challenges to using
conjoint analysis to assess the value of personal data. 

Conjoint analysis and surveys in general are susceptible to various well-known biases, some of which
may be heightened in the context of data privacy. In addition to the “privacy paradox” discussed
above, conjoint surveys are susceptible to “focalism bias,” or the tendency of survey respondents to
“give more weight” to “easily observed and distinctive differences” than they would in real life.[37] As
such, the selection of product attributes included in the conjoint survey can have a large impact on
the findings. Similarly, conjoint studies that do not accurately mimic consumer decision-making in the
real world have been found to generate biased results.[38]

In data breach cases, plaintiffs also pursued compensation associated with the value of time they
spent “mitigating increased risk of identity theft” following the breach, as well as compensation for
credit monitoring services they required to identify future fraud.[39] However, academic research
identified substantial variation in consumers’ reactions to a data breach. For example, according to a
RAND Corporation survey, after being notified of a data breach (i) 22 percent of respondents took no
action, which would imply no time lost for these consumers; (ii) 51 percent of respondents reacted by
“changing [their] password or PIN,” which would imply non-zero but insignificant time lost; and (iii)
only 24 percent “closed or switched [their] bank account,” which would imply significant time lost.[40]

Similarly, there may be substantial variations among class members in terms of credit monitoring
costs (including those members of the class who would not sign up for credit monitoring after being
informed of the data breach incident). For example, in the US, breached institutions typically have
offered free credit monitoring services for a specified period to individuals impacted by the breach
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incident. An assessment can be made to determine the extent to which the putative class members
make use of these free services. Based on the data, arguments can be made that at least some
individuals (e.g., those who do not avail themselves of the free credit monitoring services) would be
unlikely to sign up and pay for credit monitoring after being informed of the data breach incident.[41] 

Further, to the extent plaintiffs actually purchase a credit monitoring service, the prices paid can vary
based on the features of the service.[42]
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