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Questions abound as to whether HIPAA comes into play when COVID-19 vaccination information is
provided to employers. Recently, the U.S. Department of Health and Human Services (HHS) Office
for Civil Rights (OCR) issued clarifying guidance on the applicability of the HIPAA Privacy Rule in the
context of COVID-19 vaccination information provided to employers.

This guidance is to remind the public that the HIPAA Privacy Rule generally does not apply to
employers or employment records, which includes health care providers in their roles as employers.
The HIPAA Privacy Rule applies only to health care providers and health plans (and their business
associates) in their roles as health care providers or payers – not in their roles as employers. The
guidance emphasized that the HIPAA Privacy Rule does not prohibit anyone, including health care
providers, health plans, and their business associates, from asking whether an individual has
received any vaccine, including the COVID-19 vaccine. 

While the HIPAA Privacy Rule regulates a health care provider or health plan’s ability to use and
disclose protected health information (PHI), it does not regulate the ability to collect protected health
information from employees, patients and visitors within the context of seeking COVID-19 vaccination
status. Also, to eliminate any confusion, the guidance states that the HIPAA Privacy Rule does not
apply when employers, schools, stores, restaurants, entertainment venues, or other individuals
inquire about any individual’s vaccination status. It also does not apply when individuals ask
companies about the vaccination status of their employees.

Health care providers and health plans that are required to comply with HIPAA are permitted to
disclose PHI for a number of reasons, including treatment, payment, operational and public health
activities. For example, a health care provider may relay an individual’s vaccination status to a public
health authority for purposes of comparing the effectiveness of different COVID-19 vaccinations.
Additionally, a health care provider is permitted to disclose PHI relating to an individual’s vaccination
to the individual’s health plan as necessary to obtain payment for the administration of a COVID-19
vaccine.

Importantly, OCR clarified that in the current COVID-19 environment, a health care provider is
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permitted to disclose PHI relating to an individual’s vaccination status to the individual’s employer
for purposes of surveillance of the spread of COVID-19 within the workforce, so long as all of the
following conditions are met:

Health care services were provided to the individual at the request of the individual’s
employer or as a member of the employer’s workforce;

The PHI disclosed consists of findings concerning work-related illness or workplace-related
medical surveillance;

The employer is required to have the information to comply with legal obligations under the
Occupational Safety and Health Administration (OSHA), the Mine Safety and Health
Administration (MSHA), or state laws having a similar purpose; and

The individual is provided written notice that the PHI related to the medical surveillance of the
workplace and work-related illnesses will be disclosed to the employer.

Within the guidance, OCR also emphasized that the HIPAA Privacy Rule does not apply to
employment records. Nothing in the HIPAA Privacy Rule prevents employers from requesting
documentation of COVID-19 vaccination or requesting employees wear masks while on the
employer’s property or when performing work-related duties. While other state and federal laws
address whether employment may be conditioned on vaccination status and regulate confidentiality
and storage of employee health information, HIPAA does not. 

In a press release, OCR Director Lisa Pino stated, “we are issuing this guidance to help consumers,
businesses, and health care entities understand when HIPAA applies to disclosures about COVID-19
vaccination status and to ensure that they have the information they need to make informed
decisions about protecting themselves and others from COVID-19.”

The OCR guidance is available here. 

*Ashley Durner, who contributed to this article, is a Law Clerk and not licensed to practice.
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