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 Blackbaud Must Face CCPA Claims in Multidistrict Class
Action from Data Breach 
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Blackbaud, which suffered a data breach of its customers’ data in a ransomware attack in 2020, in
which it admitted paying the ransom in a double extortion attack, is facing multiple class action cases
following the attack. The cases have been consolidated in multi-district litigation and now comprise
29 cases.

The federal judge overseeing the cases has refused to dismiss all of the claims that the plaintiffs
alleged against Blackbaud, and ruled that Blackbaud must face claims of violation of the California
Consumer Privacy Act (CCPA), deceptive and unfair trade practice allegations made by Florida and
New York plaintiffs, and a separate claim by a California plaintiff alleging the compromise of medical
information.

The judge declared that the plaintiffs had sufficiently alleged that Blackbaud was a “business” as that
term is defined in CCPA partly because Blackbaud was a registered data broker in the state of
California.

The judge did dismiss several state statutory claims that had been made by the plaintiffs.
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