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 67% of Hotel Websites Expose Guest Data, Study Finds 
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According to new research from cybersecurity company Symantec, 67% of hotel websites are leaking
customer reservation details and other personal information. Candid Wueest, the company’s
principal threat researcher, tested more than 1,500 hotels in 54 countries, including low-cost to high-
cost hotels, as well as both chain and independent hotels.
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When a customer uses a hotel’s website to book a room, the site usually creates and sends them a
link so that the customer can directly access and manage their reservation. According to Symantec,
part of the problem is that third-party advertisers on hotels’ booking websites and web analytics
companies (which track web traffic) can access customers’ bookings because they also get those
links. This means that advertisers and analytic companies – including any potential malicious actors
among their employees – could access and steal the information that the customer entered when
booking a room, and even change or cancel the reservation.

Symantec also found that more than a quarter of the hotel websites examined do not send secure,
encrypted links in their confirmation emails. Encrypted links prevent anyone trying to hijack a
customer’s data from being able to see that data. If a customer received a confirmation email while
using an unprotected WiFi (a public network in a café or an airport, for example), a cybercriminal
could intercept that customer’s emails and use the unencrypted hotel booking link to access the
customer’s booking. Some of these automatically generated links also contain details like
customers’ email addresses in the web address, which makes accessing their information even
easier for cybercriminals.

Additionally, many hotel websites are vulnerable to a type of cyberattack called “brute forcing,”
where an attacker can use the customer’s email address and guess their booking number to gain
access to the reservation and personal information. In some cases, Symantec found that hotel
websites did not even require an email address to access customers’ reservation information via
brute forcing. Though this method would not be useful to gain access to large amounts of customer
data, attackers could use it to target individuals, like a specific CEO or conference attendee.

Wueest noted that hotels have thus far been slow to respond to these data exposure risks, and some
have not responded at all. When he alerted the hotels’ data privacy officers to the problems in their
sites, 75% responded, and those who did took an average of 10 days. Hotels and their information
security staff should promptly assess their booking processes to ensure they are minimizing the risk
of potential data leaks and breaches. By leaving these gaps in their websites’ security, they are
endangering their customers and opening themselves up to risk, including potential liabilities and
reputational damage.

Symantec recommends that hotels use encrypted links, and ensure that the automatic links
generated do not include information like customers’ email addresses. It also recommends that
customers use Virtual Private Networks (VPNs, services that protects users’ internet traffic) when
booking or accessing their reservations using public WiFi to prevent any cyberattacker from
intercepting any information that would provide a way in.

The report should also serve as a reminder that corporate employees’ personal devices and
personal information are popular targets for cybercriminals and can be especially vulnerable to risks
while traveling. Any time an employee exposes their devices to unprotected networks or, in this case,
insufficiently protected websites, it leaves both the employee and their employer at risk. Even if an
employee is using their own device to conduct business, it still endangers their employer because it
may expose valuable business information. Cybercriminals have particularly used the hospitality
industry as a hunting ground for such attacks, for example, targeting individuals using hotel WiFi,
tricking them into downloading malicious software and stealing their information or spying on their
internet activity.
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